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1.1 Purpose of the document

The purpose of the document is to provide a detailed description of the Concept Alignment Example (CAE)
for the DANSE project.

The CAE shall be a playground to demonstrate new methods and models for analysis and visualization of
SoS design. It shall allow featuring existing "views", e.g. using the Unified Profile for DoDAF and MODAF
(UPDM), but also evolving "views" (as a result of proposed new methods).

Furthermore, the CAE shall offer an opportunity to analyse and visualize existing behaviours in a SoS as well
as to evaluate (predict) emergent behaviours related to evolving developments in the operational, human
and technical context. In general the concept validation example shall be used to illustrate the integration of
heterogeneous legacy systems as well as evolving systems and stakeholders that need to work together
according to an "SoS" architecture.

For the development of the CAE it was envisaged by the project partners to focus on a reference SoS that
helps to better illustrate the business needs and the challenges to overcome in present SoS Engineering
methods, practices and technologies. The DANSE Consortium agreed to choose an exemplified Emergency
ResponseS0S to serve as the Aplaygroundod for the dev

Accordingly this deliverable documents in brief relevant examples, models, views and data of the Emergency
Response SoS, which shall serve as a direct input to DANSE technology partners (WP4-WP8) in order to
apply the DANSE methods and technologies and use it for illustration and demonstrations.

1.2 Inputs used for the work

The Emergency Response SoS has been a frequently investigated area in the SoS context. Therefore, many
public references exist, e.g. RD2, which serve as input to the project and to the definition of the CAE.
Nevertheless, the presented examples were still also highly influenced by interviews with internal and
external experts by DANSE industrial partners. Most focus was put on the attempt to describe examples and
issues, which stand in direct relation to current DANSE SoS Engineering Challenges and envisaged new
SoSE methods and technologies. At the same time the selected examples should be used in representation
of additional SoS Engineering challenges that could be found in other industrial application domains such as
Air Traffic Management, Integrated Water Management and Supply, or Autonomous Ground Control
(DANSE Test Cases).

As a consequence the examples given and models developed do not claim to be completely realistic or to
reflect a real SoS Engineering Case of an Emergency Response SoS. Nevertheless, expert interviews e.g.
with DANSE p a mdustr@alrespérts experienced in the field of C4l and Communication Systems have
provided a significant basis for the work presented.

1.3 Addressed Readers

The addressed readers of this document are system designers, modellers, solutions architects and
managers that are interested in SoS examples used in the DANSE project to investigate new methods and
technologies for SoS Architecture Definition, Analyses and Simulation.

Internally to the DANSE project, this document shall be the reference for WP4-WP8 applying DANSE
methods and technologies on the presented examples.

Version Status Date Page
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1.4 Structure of the document

The document is structured into 6 main chapters:
Following the introduction, Chapter 2 presents an overview of the CAE scope and work performed in terms
of CAE modelling; the relation to the DANSE requirements is explained as well.

Chapter 3 describes concretely exemplified SoS modelling challenges and provides a detailed summary of
SoS Architecture and models that have been built using a classical Architecture Framework approach.

Chapter 4 specifically describes challenges and examples to support the design exploration on SoS level.
Different aspects and views of how to explore Architecture Alternatives are presented.

Complementary to a rather static representation and analyses of SoS architectures, Chapter 5 investigates
more deeply on examples targeting the analyses and simulation of the behaviour of the SoS at run time.

DANSE Technologies integration and runtime complementary approach are presented in Chapter 6. The
technologies flow is implemented through a detailed CAE UPDM model enhanced with technical extensions.

Chapter7 provides a conclusion for the definition of the examples given in this document and provides an
outlook on the further use or evolvement of the presented material.

Version Status Date Page
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The objective of the CAE in DANSE is to help the DANSE research partners focus on the multi-lateral
elements of SoS Engineering, starting at the very beginning of the project as a support for requirement
elicitation for DANSE, then as a platform to focus all technology developing partners in a coordinated
direction and later as a demonstrator for public dissemination of the project results in meetings, conferences
and wide reaching publications.

In the following sections, a principle overview of the reference SoS will be presented that has driven the
development of different models as input to the DANSE methods and technologies.

Furthermore, the relationship of the CAE to the DANSE requirements will be introduced. Yet it shall be noted
that the actual DANSE Requirements will not be presented as they are documented within a DANSE internal
deliverable.

2.1 CAE Overview

In order to develop DANSE methods and technologies in the context of a realistic SoS with realistic SoS
Challenges, the DANSE Consortium has chosen to consider a widely used reference example of SoS,
namely the Emergency Response System of Systems (ER SoS). As there are different methods, practices
and technologies existing to support SoS Engineering it also became apparent early in the project, that the
CAE would need to be supported by various models, build upon various modelling languages and standards.

In the following sub-sections the driving context of the ER SoS and its associated models produced for the
first validation iteration of DANSE methods and technologies are presented.

2.1.1 The Emergency Response System of Systems

The Emergency Response SoS can be viewed from various perspectives. It has been chosen for the
DANSE project as all of the DANSE challenges can be addressed in the context of this SoS.

The rationale for the ER System considered as being an SoS can be explained by the following
characteristics:

The ER SoS consists of a non-specified number of individual Constituent Systems, all having their own life
cycle, partially with managerial independence. Constituent System can be understood as the classical
definition of a system as defined by e.g. INCOSE". In the ER context constituent systems could be
represented by organizations (Government, Fire Brigade, Police, etc.) or technical systems (C4l System,
Communication System, Fire Cars, etc.) and humans (operators, decision-makers, fire fighters, etc.).

In addition, the ER SoS is subject to dynamic aspects and evolution over different time scales. In order to
provide a starting point for DANSE we take the following assumptions about the context of an ER SoS in an
exemplified large city in Western Europe:

A The population of a prosperous city increases over several decades

As a consequence:
A The city infrastructure needs to be adapted to city growth
A New buildings, roads and crossroads are created
A City road traffic increases
A New public services for emergency response are created
New fire, police and health care department stations are built or moved (more stations in
order to serve smaller city areas)
A More fire, police and health care department units are allocated
A New C4l command & control organization & communication system

Y INCOSE i International Council on Systems Engineering (www.incose.orq)
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A Improved Emergency response performance in terms of response time to emergency call
and situational awareness

The following illustration highlights that the indicated aspects influence the ER SoS at different time scales.
The evolution and dynamicity of the ER SoS over different time scales causes significant SoS Engineering
Challenges, which the DANSE project addresses.

SoSE Challenges

Modelling the = /Design Exploration’, AULRINERUENEE
SoS Architecture Alternatives & Simulation

Decades Population increase

New fire, police and health care departmen

Life CY?'? moved (More stations in order to serve smaller city areas) : |
Dynamicity
New buildings, roads and crossroads are created
Years

More fire, police and health care department units are allocated

New C4/ command & control organization & communication system 8~ =) __ ~.
System (e.g. introduction of LT i
Dynamics S

SoS operational timeline and dynamicity aspects

fr—

Hours
Operational Improved Emergency response performa e esponse
Dynamicity time to emergency call and situat aw S ‘

Figure 2-1: Emergency Response SoS Dynamicity aspects and SoSE Challenges

The Challenges in SoS Engineering can be brlo&ketnhed oSvemS
considering the indicated dynamic and evolutionary aspects. The modelling issue is directly followed by the

challenge to explore and select the best SoS Architecture among the large number of possible alternative
configurations of the SoS. Complementary to the Design Exploration Challenge there is also a need to
understand the (emergent) behaviour of the SoS at run time, as some effects of constituent system

interaction and total SoS performance can only be analysed as the SoS operates. DANSE methods and
technologies will support this aspect e.g. with innovative capabilities to simulate the SoS Architecture.
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2.1.2 CAE Models Overview

As stated in the previous chapter, the SoSE challenges as well as the proposed DANSE methods and
technologies required an examination of the current SoS models and data, necessary to elaborate further on
a new SoSE Methodology.

Concretely it was found that as a starting point the CAE would need to provide a reference model developed

based on a widely used SoS Architecting approach using an SoS Architecture Framework. For DANSE we

have chosen to use the Unified Profile of DoDAF and MoDAF (UPDM) by the OMG as it presents a Standard

in this area. In addition, we had to make a choice for a tool to support the modelling in order to make these

models accessible and deployable by other DANSE technologies. IBM, as a core DANSE project partner,

provided Rational Rhapsody v8 as the reference modelling tool to support the development of that model.

Thereby, it was possible t o provide a f-is9t pratéeéierscsei af S08&s Model
Architecture Frameworks. Accordingly several views of the ER SoS could be provided and are documented

in more detail in Chapter 3.3.

In the course of several workshops with DANSE Technology partners, it soon became very clear that the
todayods challenges in SoS Engineering and the DANSE ne
addressed and neither illustrated by keeping only one modelling profile. A major reason resides in the fact

that the change or enhancement of existing standard profiles such as UPDM, and associated
implementations in a commercial tool, would be a too great challenge for a research project as DANSE for

the first year. Therefore, a decision was made to also develop models based on other tool profiles such as

e.g. the pure SysML profile used within IBM Rational Rhapsody, as there seemed to be more extensions and

capabilities available in this area to support a preliminary illustration of DANSE methods and technologies.

The remaining effort to be taken in the project is to understand how to apply methods and technologies also

on classical SoS Architecture Frameworks and profiles.

Emergency Response SoS
UPDM Model
(focus on C4l System, comprising operational and system views

Architecture Optimization & Integration Model

Design Patterns N Emergency Response Emergency Response Behavior Emergency Response
Scenario & model (SysML) ?cerfana & rlnodel [UEDM' Scenario & modelillustrating Scenario & model (UPDM) for Scenario & modelillustrating
Objective: Optimal positioning of il Ol AiliEie GCSL Runt Time analysis Graph Grammars (GG)
) 2op P e description of comm System V! r
Base Stations of Comm System (QFFIS) (EADS/ALES/ INRIA) (OFFIS)

(EADS/IBM/LU/OFFIS)

lEADSp'IBM|

Figure 2-2: CAE breakdown Overview

The Figure 2-2 illustrates the breakdown of CAE models that were developed to support various activities to
develop the DANSE methodology. It can be seen that starting from classical SoS modelling using UPDM,
several other models have been developed e.g. in pure SysML, or Graph Grammar environments
(GROOVE) to investigate more closer on Architecture Optimisation Techniques (also see Chapter 4.2),
Design Patterns (see Chapter 4.1) and models to support predicted run time analysis. The idea of the CAE
behavioural Model was to focus on a subset of the ER SoS in order to provide a small set of models that
provide e.g. a detailed characterisation of the constituent systems behaviour and their abstraction in order to
serve as effective input to the DANSE technology development. One major reason behind is the fact that the
development of a large set of detailed models of the whole ER SoS would simply require too many resources
and would significantly slow down the innovation process within DANSE.
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2.2 CAE versus DANSE Requirements

The Concept Alignment Example contributes to the elicitation of end user needs and expectations regarding
Systems of Systems engineering. In the DANSE project, end-users of engineering methods and tools are
represented by EADS, IAl, Carmeq and Thales. Their expectations are formally expressed in DANSE
through a specific document: DANSE Deliverable D3.1 7 Project Requirements (RD4).

The methodology adopted for requirements management in DANSE is inspired by the approach generally
adopted in the industry:

e A set of user needs is initially identified. In DANSE, this is expressed in the project Statement of
Work, and has been updated right from the DANSE kick-off meeting. User needs are not expressed
in terms of technical solutions, hence are not readily useable by technology providers.

e Consistently with these user needs, we need to derive an expression which has an added value for
the relevant technology providers, in terms of orientation of research and technology development.

e Common to all requirements, an architectural view of the system to be developed is supposed to be
agreed among stakehol der s. I n DANSE, t he fisysten
environment (methods and tools) to develop Systems of Systems. Its components, which are the
topic for the requirements, are DANSE technical solutions.

e Each requirement should refer to the engineering environment as a whole, or to one of its functional
or technological components. For example, requirements may be of the form

o "NDANSE simulation tools shal/l be able to ....0
o "TDANSE met hodol og.y. & haarl | support
o "TDANSE So0S met amodel shall include .. .0

The figure below summarizes the role of Requirements, as a link between user needs and DANSE technical
solutions.

DANSE
Context
Refers to
Addressed
by DANSE
User Need _ ReD'L?iIr\IeSmEen t Technical
Refines 9 Solution
lllustrated

by

A 4

Example

Figure 2-3: DANSE Requirements

There is not at the moment an agreed view on all SoS concepts. This was recognized since the beginning of

DANSE as a potentialddwrdd icedqdaiyr d menttshiel ifictiotpati on pr
sense to be very rigorous in the requirement wording if some terminology remains ambiguous. Also, not all

technology providers are familiar with the terminology used in systems engineering.

It was therefore strongly recommended that some requirements are illustrated by examples, when needed.

These examples can be taken from publicly available data, from the background of each company or from
the joint open example presented in this document.

At the time this final version of D3.3 is produced, DANSE requirements database includes 76 requirements.
Most of these requirements should ultimately benefit from illustrations through examples.
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At the moment, about 63% of these are actually referring to the CAE as concrete illustration (see RD11).

Lack of coverage of requirements by the CAE is motivating improvements of the CAE. Conversely,
elaborating the CAE may suggest complementary requirements to be formulated.

lllustrations through examples are a major contribution to the understanding of user needs by technology
providers. Some may also suggest a means to verify the effectiveness of DANSE solutions.

It must be noted though that not all Requirements may be able to be illustrated by the CAE alone as the CAE
is focussed on providing an example of applying DANSE methods and technologies on the Emergency
Response SoS. E.g. Requirements towards new capabilities in SoS Engineering and Modelling may also be
directly addressed by the DANSE Methodology (WP4).

In DANSE, IAl, Carmeq and Thales are bringing test cases from their respective business areas. These test
cases may contribute to the illustrations and examples. However, illustration through the CAE is preferred
when it would be a problem to disclose some specificity of the test cases i while the CAE is shared.

A specific role of the test cases is to put DANSE solutions to the test, give feedback to the technology
providers, and ultimately assess DANSE solutions. This is one primary goal of the test cases.

In addition, the CAE may contribute to training end users and to putting DANSE tools to the test (before
deployment on the use case) and may be a place for investigating issues i hence contributing to the
improvement of tools, and not only to illustrations and demonstrations.

DANSE requirements document is elaborated in a phased approach. The final version will include updated
references to the CAE for illustrations, and will make explicit, for each requirement, which test case(s) is
(are) involved in assessing the implementation of this requirement.
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This chapter elaborates on the issues and examples concerning the challenges in modelling the context and
structural aspects of an SoS (in an evolving environment)..

3.1 Challenges of an exemplified Emergency Response SoS

Based on the initial assumption for the ER SoS, the following mission definition and desired changes to the
ER SoS shall represent an exemplified set of capabilities and objectives for the ER SoS of our reference city.

Please note that the missions as well as the desired changes are - in real life T motivated by several
stakeholders of the ER SoS. This means, that on a lower level, these objectives and the individual
interpretation of the required capabilities or services could differ significantly. DANSE methods and
technologies are aiming to provide capabilities to resolve this issue.

The Emergency Response SoS Mission Definition:
A Provide ER Services that meet the challenges of the next decade
A Increasing density of population in urban (multi-cultural) areas
A Increasing city road traffic

A Provide the ability to quickly respond to complex, unforeseen and ambiguous threats (e.g. by
terrorism or natural catastrophes)

A Maintain ER SoS at highest level of available technology balancing cost, reliability & effectiveness
A Manage the evolution and integration of new ER technologies

Desired Changes to improve the ER SoS in the short/mid/long term future:
A Increase overall effectiveness of Emergency Response services
Provide enhanced situational awareness in less time
Reduce operational Response Time to emergencies
Ensure ER communication network coverage in urban and rural areas
Ensure optimal distribution and availability of ER Resources

Ensure reliability and survivability of ER SoS, reducing negative emergent behaviour of
the total system (early detect emergent behaviour)

A Provide adaptive ER infrastructure to integrate e.g.

A Next generation of C4l Systems,

A New Communication Networks (LTE)

A New Fire Fighting Equipment, etc.

A Improve collaboration of industry/ technology partners
A Ensure interoperability of ER Systems

To Io Do Io Do

These examples will be used to drive further elaboration of e.g. individual constituent system goals,
formalization techniques, architecture optimization and trade off objectives and simulation constraints &
scenarios.
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3.2 Conflicting Goals

In general, each system has its own individual goals to fulfil. Most SoS are constructed as combination of
pre-existing autonomously operating constituent systems that result in one system with a defined set of
higher level goals and strategies. Once a constituent system decides to join the SoS, it may delegates some
of its authority to the SoS. This process may require from the constituent system to merge some of its goals
with the SoS global goals to serve the SoS overall functionality. As a consequence, these goals of the
constituent system that can be considered as common goals need to be identified, plus the goals that must
be adjusted to match the SoS global goals, and, finally, the goals that could create conflict.

Dealing with an SoS environment makes the goals definition and understanding more complex for the
following reasons:

o Different stakeholders for different constituent systems: each constituent system has its own
stakeholders that differ from the other systems according to its scope of work and applications, these
stakeholders have various interests that are reflected in the formation of the system goals, which
ends up in a divergence of the goals variability within the overall SoS goals environment.

e Systems life cycle and periodic goals: the SoS and its constituent systems can be viewed from
different timing scales, each having its own periodic strategies and goals. The strategic planning can
be different when focussing on e.g. decades, years, hours or minutes. As the constituent systems
are from diverse disciplines and developed for different purposes, their life cycles and strategies are
distinct. E.g. organisational goals may focus on long term goals, whereas technical goals may focus
on mid-term strategies, as their stakeholders e.g. the government or respectively the technology
provider have different goals and interest.

e Systems evolution: the systems evolve over time as well as their environment, and their objectives
may be changed accordingly. This dynamicity of objectives affects the goals definition; some goals
will be changed, new goals will be defined, and others will be eliminated.

e Various perspectives: each of the constituent systems contributes to the overall SoS goals from
different viewpoints, e.g. operational, technological, economical, etc.

Some examples of ER SoS stakeholders and their individual goals are presented hereafter:
e Local Government:

o AMIi ni mize mean number of injured people due to
(operational/ long term)

o AMIini mize cost for ER eivnfnrga stthreu cotpuerrea,t i whiall e odg he
(economical vs. operational/ mid-term)

o AEnsure survivability of ER SoS0 (operational &
e Fire Brigade:

o AMIini mize mean time for Fire HQ orders to reach
(operational and/or technical/ short term)

o AMIi nimize mean time of a district staying under

o AMi nimize mean time for the fire fighting cars
is emptyd (operational/ short term)

e Technology Provider:

o AAiDelveep next generation best in class C41 System
(technical & economical/ mid-term)
o iBecome Market | eader for Digital Communication

(technical & economical/ mid-term)

It could be easy to verify constituent systems6é g df ¢héyswvould work alone but this it is not the case in an
SoS context. The emergent behaviour of the SoS plays a great role in the SoS behaviour as the emergent
behaviour cannot be expected and can be good or bad ; this makes the verification process for the SoS
goals more complicated.
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The concept of conflicting goals is about the opposition that can appear between global goals of the SoS and
local goals at constituent system level. Most global SoS goals are likely to be behavioural, in the sense that
they will require simulation to verify their achievement. As it will be explained in detail in chapter 5, simulation
requires that a behavioural model is available for each involved constituent system. It is not necessary to
express the local goals explicitly to run simulation and verify the global goals, since the constituent system
behaviours should already reflect their own goals. In the frame of the previous example, this means that the
behavioural model of the fireman will typically include a small probability for him to disobey an order when he
thinks that his life is too much at risk, maybe resulting in the failure of the global goal of minimizing the total
number of deaths (among firemen and people in danger).

Eliciting the local goals can still be valuable information to make sure that the constituent system behaviours
are indeed in-line with their goal. So, when using simulation (possibly combined with statistical Model
Checking) to verify the local/global goals:

e If local and global goals are all verified, then the whole SoS behaves as expected

e If only local goals are not verified, then the behavioural modelling of the constituent systems must be
corrected to match their goal as they should

e If only global goals are not verified, then the architecture of the SoS must be improved until they are
(e.g. replacing/adding/removing constituent systems or the connections between them)

e If some local and global goals are not verified, it is a mix of the two previous problems

In chapter about SoS optimization (chapter 4) we describe a network coverage scenario, highlighting that the
conflicting goals have great effect on the optimization process. Both global and local goals are considered
during the optimization process. The developer has to arrange the priority of goals that must be considered
and he must define their combination formula.

Conflicting goals could be also detected among the c onst i t ue nlocal goaks themmssivi@s. The
problem in this case is that the systems could work against each other, which results in bad effects on the
SoS overall behaviour. For such a problem the SoS management has to consider the goals for each
constituent system in its SoS planning and needs to point out the conflicting goals that need special
attention.

In the CAE we have global goals for the Emergency Response SoS, and local goals for constituent systems,

for example one of the overall goals for the SoSistoA Mi ni mi ze mean number of i njul
p er yimgigatihg that the firemen are committed to save these people. This matches the SoS goals but
not the firemand sdividual g o aprotedtownlife 6. Thi s case can be maobettetway ed an

in a simulation process where conflicting goals can be discovered according to the systems behaviour during
the simulation. The CAE behavioural part as introduced in chapter 2.1.2 defines such behaviour in order to
detect the emergent behaviour of such conflict.

In defining the optimization goals for the CAE, different conflicting goals could be described. For the ER SoS,
the overall goalistoA Mi ni mi ze cost for ER infrastructure, whi | e
implies that we have always to look for the minimum cost for ER infrastructure that includes the
communication network. However, for technical and service providing systems the goals are (as mentioned
above):
) Devel op next generation best in class C41 Systemo
Become Mar ket | eader for Digital Communication Sys
0 Achieve the best coverage area that serve the emergency response system
o Lower the cost: Procurement, maintenance and running cost
o0 Provide the best communication quality

In order to achieve the previous mention goals the technical and services systems may require changing the
communication system to a new system. This implies a change of the communication infrastructure, which
again adds new cost on the ER SoS, in contradiction to the SoS overall goals of minimizing the cost. For
such a case in the optimization process, all the goals are defined and the optimization is directed according
to the priority definition of SoS goals and the SoS leader interest.

ot N
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3.3 SoS Modelling using SoS Architecture Frameworks
The SoS modelling process can be separated into the following steps:

¢ Define the modelling purpose

e Define and analyse the SoS constituent systems

e Chose the Modelling Language

e Build the SoS model

3.3.1 Define the modelling purpose

The first step in the modelling of an SoS starts with answering the questions:
e Why do we want to build the model?
e What do we want to investigate?
e What information do we want to share between stakeholders?

The purpose of modelling the CAE is to meet the modelling challenges listed in section 3.1. It is needed to
have a model that depicts the core goals of the ER SoS and shares the same information about its
constituent systems and their behaviour. It forms the basic model at which the stakeholders6technologies
can be applied.

Therefore, the model is built in a way that explicitly defines all the information regarding the constituent
system, their connections, operations, and functions. It also defines the communication network between
these systems.

3.3.2 Define and analyse the SoS constituent systems

After defining the modelling purpose, the next step is to analyse the current SoS (if already existing) and its
constituent systems, which can be done by analysing

e the scope of the chosen SoS, its boundaries and fields of operation

¢ the type of the investigated system(i.e. directed, acknowledged or collaborative)
e S0S constituent systems

e SOS constituent systems types (i.e. human systems, technical systems, services system)
e the scope for each constituent system

e constituent systems components and their connections

e constituent systems operations

¢ the operations flow

¢ different connection possibilities between constituent systems

e constituent systems functions

e constituent systems communication channels

e services systems and services taxonomy

e human systems organizations.

Table 3-1 shows the CAE constituent systems and their role.
Abbreviations:

e PCC=Police Command and Control

e (C2=Command and Control

e LSI= Local Surveillance Infrastructure

e LCI=Local Communication Infrastructure

e FCC=Fire Command and Control

e WaterCC=Water Command and Control
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e GO = Governmental Organization

e EX=External Organization

Component Owner | Controlle- | Description Objective Services

System d by

Police Resource pPCC LSl The system provides all the Define exact e  Provide the exact position

tracking System facilities and means used to | position for each on the map.
track the police resources resource connected . . o
which facilitates dispatching | to the system. *  Define the drive direction
and enhances the response e  Define the surroundings
time.

Police PCC LCI The system provides Enhance data . Data information

Communication equipment and means that exchange between Exchange.

System serves the different different police ) o
communication channels systems parts, and ¢ Voice communication
used by the Police members | police system parts e  Transfer orders
to achieve their tasks. with external

organizations

Traffic PCC LSl This system monitors Help and Direct e  Point traffic problems

Surveillance different parts of traffic police members to )

System system the best traffic plan . Report traffic status

to achieve their e show best traffic usability
tasks

Police Resources | PCC c2 The system responsible for Provide best e  Manage different police
managing and provide the resource supply resources.
required resources and services and task )
tasks implementation achievements e Implement dispatch orders

. Report resource
availability
e Achieve required tasks

Fire Brigade FCC LCI The system provides Enhance data e  Data information

Communication equipment and means that exchange between Exchange.

System serves different different fire systems ) o
communication channels parts, and fire ¢ Voice communication
used by the fire brigade system parts with e  Transfer orders
members to achieve their external
tasks. organizations

Fire Brigade FCC Cc2 The system responsible for Provide best e  Manage different police

Resources managing and provide the resource supply resources.
required resources and services and task .
tasks implementation achievements *  Implement dispatch orders

. Report resource
availability
e Achieve required tasks

Site Monitoring Cc2 LSI The system collects Supporting e  Collect and distribute site

System information about the emergency information
emergency site and reports response and .
for the required additional controlling the site *  Perform additional
resources as well as operations dispatches
required actions. o Direct different resources

to the required actions

Threat Detection c2 Cc2 The system responsible for Prevent or mitigate e  Current situation analysis

and Allocate detect threat possibilities emergency .

System and define its locations and | propagation by *  Alert possible threats
sources provide threat . Recommend actions

analysis and earlier
detection.

Resource c2 c2 The system responsible for Reduce emergency e  Define the emergency

Dispatching the first response dispatch effect by providing classification

System and resource allocation. planned activities ) )

with the required e  Assign the required
resources activities
e Assign the required
resources and their
availability
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Component Owner | Controlle- | Description Objective Services

System d by

. Issue dispatch orders
Call handling Cc2 Cc2 The system collects and Organize and supply e  Communicate with
system provide the available the emergency reporters

information from the cases information )

emergency reporters *  Collect required
emergency case
information.

e  Report emergency case.
c2 c2 LCI The system provides Enhance data e Data and information
Communication equipment and means that exchange between Exchange.

System serve different different C2 systems ) o
communication channels parts, and C2 *  Voice communication
used by the C2 team system parts with e  Transfer orders
members to achieve their external
tasks. organizations and

emergency
response members

Water Monitoring | WCC LSl The system responsible for Identify and notify e  Water resources analysis

system monitoring water resources water pollution case .
and possible water pollution *  Reportwater pollution
threats

TertraPol LCI LCI The system supplies Tetra Facilitate data and e  Speech Transfer (Direct

Communication Communication services for | information Mode, Late Entry, Priority
different communication exchange be_tween Call, open Channel,
systems different parties Include Call, Emergency

Call, Broadcast Call,
individual Call and Group
Call)

e  Data Transmission
(broadband over 10 km,
broadband under 10 km,
and narrow band (Short
Messaging and status
transmission)).

VHF/UHF LCI LCI The system consists of Facilitate system e Radio Communication

Communication technical facilities that parts communication
provide the UHF/VHF
communication services

Cell Phone LCI LCI Communication stations and | Facilitate system . Speech Communication
towers that provide cell parts communication .
phone services *  SMS messaging

Land Line Phone LCI LCI Communication stations that | Facilitate system e  Speech communication
supply the land phone parts communication
services and different

systems
communication

Satellites LCI LCI The system consists of provide live view . Pictures
technical facilities and and information of .
stations that provides targeted object *  Videos
surveillance services . Maps

Navigation LCI LCI The system consists of Provide information . Define position
technical facilities and about targeted
stations that provides object position ¢ Maps
navigation services

Public EO LCI The system responsible of Facilitate Data and e  Speech communication

Communication communication services in information
the external organization exchange between +  Date Exchange

the system and
other systems

Catastrophe and GO GO The system responsible for Direct and Control e  Control the ER

Emergency the whole Emergency the Emergency Operations.

center response SOS Response SOS

. Strategic planning for the

ER SOS.
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Component Owner | Controlle- | Description Objective Services
System d by

. Define the SOS system
Technologies.

. Define and distribute
responsibilities.

e  Operational planning for
EA SOS.

Table 3-1: CAE Constituent Systems

3.3.3 Choose Modelling Language

The flanguaged6 and associ ated Ar usddifar 80S madellng férthe ©AEwWsothe Knified
Profile for DODAF and MoDAF. For the CAE it was decided to use the UPDM DoDAF implementation in IBM
Rational Rhapsody V8.0. UPDM was developed by the Object Management Group (OMG) to support the
USA Department of Defence Architecture Framework (DoDAF) and the UK Ministry of Defence Architecture
Framework (MODAF).

With UPDM it is possible to create different views that show different aspects of the SoS. The views serve
the scope of interest of different stakeholders of the SoS and try to depict the overall SoS at an abstracted
level.

3.3.4 Build the SoS model

To build the UPDM models of the ER SoS we have to follow the flow of the Architecture Framework views
and their relations. Figure 3-1 illustrates the workflow for building the SoS model.

The process starts with understanding the main concept of the SoS and its purpose, which is done by
building the ER SoS Operational View OV-1, that depicts the overall picture of the Emergency Response
operational context. It includes all the operational nodes in the ER SoS and a general description of their
contribution in the SoS.

After defining the main concept of the ER SoS, the second step is to build the Operational Activity Model
(OV-5). From OV-1, the major Emergency Response operational nodes can be defined, which will be used in
OV-5 that describes the operational activities flow between these nodes.

There are two approaches to build the OV-5:

e Inthe scenario-based approach a certain scenario is created, the OV-5 describes the activities flow
of such a scenario.

e Inthe general approach the general activities of the operations are described and their relations.

Usually SoS Architects may need multiple OV-5 views to show different operational flows within the SoS
operations. In our model we have used both the scenario based and the general approach to describe the
ER SoS operational activities.

Based on the OV-5 view the connections between the nodes can be defined, and thus, the Operational node
Connectivity Description view (OV-2) can be built. OV-2 describes the connections and data exchange
between the ER SoS operational nodes. After this step, the Operational Information Requirements (OV-3)
diagram that contains all the information about the connections described in OV-2 can often automatically be
generated in existing modelling tools as e.g. Rhapsody.

Parallel to the previous step, the ER Systems Functionality (SV-4) view could now be constructed. It gives a
clear description to data flow and functional allocation of the ER Systems. This view forms the basis for
constructing the System view (SV-1). SV-1 represents the description of the SoS as a collection of
constituent systems and their connections, relations, communications channels, interfaces, dependencies
and other aspects.
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The views mentioned above present the main baseline of constructed UPDM views for our ER SoS; other
views could be helpful of course and would need to be built depending on the SoS aspects that shall be
highlighted. For the DANSE CAE, presently these UPDM views were considered to be sufficient to support

further work on the DANSE methods and technologies.

O~

OV-1 High-Level operational
description
Depicts the overall picture
view of the operational

Context
Purpose:
Quick architecture
description
High level architecture ‘ -
Description
Show functionality
-
e iiai'

OV-5 Operation Activity Model|
Main Purpose:
delineate lines of responsibility
for operational activities
Make decisions about
streamlining, combining, or
omitting activities
Define or flag issues,
opportunities, or operational
activities and their Interactions
that need to be scrutinized
further
Provide a clear picture of how
operations are performed and
thereby support analysis and
design of services and systems.

0V-2 Operational node

connectivity description
Illustrates the operational domain’s
needs for information exchange in
support of operational activities.

0OV-3 Operational Information
Requirements
describe all information
exchanges that make up all
information needlines between
operational nodes
Describes:
—  Who exchanges information
— whatinformation are
exchanged
—  With whom
—  Why the information is
necessary
—  Withwhat quality the
information exchange must
occur.

5V-4 System Functionality

Purpose:

— Develop a clear description of
the necessary system data
flows between systems.

—  Clearly describe the allocation
of system functions to specific
systems, system components
and/or nodes and thus clearly
delineate lines of
responsibility.

—  Provide a necessary foundation
for depicting system
constraints and the sequencing
and timing aspect.

$V-1 System Interface Description

illustrates which systems

collaborate in which way to
support the operational domain’s
information and information
exchange needs.

Includes:

—  Systems and their Interfaces.

— system use dependencies
between interfaces.

—  system collaborations
(systems interacting with each
other through their
interfaces).

— distributions of software
systems to hardware systems

— connections between
hardware systems

Figure 3-1: Process for building the ER SoS UPDM model

In the following sub-sections a general illustration for each UPDM view of the ER SoS, its contents and links

will be shown.
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3.3.4.1 High level Operational View Description (OV-1)

-~

MRS_3: Mobile (3

Ho FireCom: Control Centre Radio System \C
FireBrigade_1: FireStation “sgi) <3
e § 2"
Hospital_3: Hospital a & e °
Catastrophe & . & o FireBrigade_2: FireStation
Emergency CCC == un .?\ B ireBrigade_2:
& -GN, @=
_Police_2: PoliceStation Hospital_2: Hospital

WaterCom: Control Centre WaterPolice_1: WaterPoIiéestaﬁon

e Sy e Gt ot

MeteoCom: Conirol Centre

bliceCom: Control Centre

FireBrigade_3: FireStation b
o communicate/ control
(%)

N FireBrigade | 4: FireStaticn V¥ ‘i-'*olice_t PoliceStation

=

JAdditional Actors X
providing add. Resourc
& Capabilities $

Communicate/ co itrol

MRS_2: Mobile
Radio’ System

Hospital_1: Hospital

Police_4: PoliceStation X ,P°"°°-5: e tation

- m MRS_1: Mobile
Figure 3-2: ER SoS High level operational view OV-1

Figure 3-2 depicts the overall operational concept and mission of our Emergency Response SoS. The
operational nodes that contribute to the ER SoS are defined and a general view about their principal
operations is provided. As mentioned previously it is the first step for building the model. The figure presents
a high level operational scenario in which a major European City (e.g. Berlin) is exposed to a major
emergency/ incident. It is shown that different operational emergency nodes are working together during the
emergency case:

The Fire Brigades are distributed across the city and work jointly with the police stations. Each of them may
be controlled by individual Command and Control Centres (CCC) in order to mitigate the emergency/
incident. Of course a lot of other ER Resources are also involved, e.g. the hospitals providing ambulances
that try to evacuate and rescue injured people, the Water Command and Control that controls the local water
resources, the surveillance systems that send information about the emergency area and overall situation to
the CCCs, mobile nodes such as a Threat detection and Alert System that detects further information or
possible danger close to the emergency scene and finally different types of communication systems that are
involved to facilitate the communication between different operational nodes in the ER SoS.

3.3.4.2 Operation activity model (OV-5)

This Operation activity model presents the major operational activities, their flow and the responsibility of
different operational nodes. For our alignment example we have built multiple OV-5 models that show
different perspectives of the ER SoS:

e Manage Incident

The manage incident view describes the required operational activities and their flow, which is
followed for dealing with emergency case.

e Manage Operational Data

The manage operation data view illustrates the data management activities for the emergency case.
e Receive Emergency Call

The receive emergency call depicts the activity flow for dealing with emergency call
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e Resources Management
The Resource Management shows activity connections that are used to manage the resources from
different systems.

e House Fire Scenario
The House Fire Scenario was built in order to present the flow of general emergency systems

activities for a specific scenario.
We will consider the House Fire Scenario as an example of OV-5 views, as shown in Figure 3-3.
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Figure 3-3: House Fire Scenario OV-5
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The operational nodes are distributed at the head of the diagram, and the activities are arranged in the swim
lanes of each operational node. The links represent the flow of the activities and their arrangement and
dependencies. It also shows the data exchange between different nodes. Each rounded rectangular is an
operational activity, the diamond is a decision gate at which a decision must be taken. According to that
decision the flow will continue either to the right or left side. The grey circle is the starting point while the blue
circle presents the end point of the flow.

3.3.4.3 Operational node connectivity description (OV-2)

Figure 3-4: CAE Operational node connectivity description OV-2

The operational node connectivity view is used to describe the connections between the nodes that were
indicated in OV-5. As shown in Figure 3-4 each node is represented as a rectangular box. The dashed line
indicates the information exchange between two different nodes, which means that both nodes are
connected to each other and they exchange data and/ or information. The connections also can include
i n elined dhat represent the dependencies between the nodes.
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